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To encourage United States-Ukraine cybersecurity cooperation and require
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a report regarding such cooperation, and for other purposes.

IN THE SENATE OF THE UNITED STATES

FEBRUARY 27, 2018
BROWN (for himself, Mr. TooMEY, Ms. KLOBUCHAR, and Mr. GRAIIAM)
introduced the following bill; which was read twice and referred to the
Committee on Foreign Relations

A BILL

encourage United States-Ukraine cybersecurity coopera-
tion and require a report regarding such cooperation,
and for other purposes.

Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the “Ukraine Cybersecurity
Cooperation Act of 2018,

SEC. 2. FINDINGS.

Congress finds the following:
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(1) The United States established diplomatic

relations with Ukraine in 1992, following Ukraine’s
independence from the Soviet Union.

(2) The United States attaches great impor-
tance to the success of Ukraine’s transition to a
modern democratic country with a flourishing mar-
ket economy:.

(3) In an effort to undermine democracy in
Ukraine, hackers targeted the country’s voting infra-
structure just days before its 2014 presidential elec-
tion.

(4) In December 2015, a malicious cyber intru-
sion into Ukrainian electric utility companies re-
sulted in widespread power outages.

(5) As a result of the December 2015 cyber in-
cident, the United States sent an interagency team
to Ukraine, including representatives from the De-
partment of Energy, the Federal Bureau of Inves-
tigation, and the North American Electric Reliability
Corporation, to help with the investigation and to
assess the vulnerability of Ukraine’s infrastructure
to c¢yber intrusion. The visit was followed up by an-
other interagency delegation to Ukraine in March

2016 and a May 2016 United States-Ukrainian ta-

oS 2455 IS



O o0 N N W BB W

[\© TN NG TN N T NG I NG I N0 B S e e T e e T e T e T T
[ T NG U N N e = NN - BN B o) W ) TR ~S O T NO S e

bletop exercise on mitigating attacks against
Ukraine’s infrastructure.

(6) In response to an escalating series of cyber
attacks on the country’s critical infrastructure—in-
cluding its national railway system, its major stock
exchanges, and its busiest airport—President Petro
Poroshenko declared that “Cyberspace has turned
into another battlefield for state independence.”.

(7) In May 2017, Ukraine cited activities on
Russian social media platforms, including pro-Rus-
sian propaganda and offensive cyber operations, as
threats to Ukrainian national security.

(8) Following the June 2017 Petya malware
event—a global c¢yber incident that primarily af-
fected Ukraine—the Secretary General of the North
Atlantic Treaty Organization (NATO) said “the
cyber attacks we have seen . . . very much highlight
the importance of the support, the help NATO pro-
vides . . . gives . . . or provides to Ukraine to
strengthen its cyber defenses, technical and other
kinds of support. We will continue to do that and
it’s an important part of our cooperation with
Ukraine.”.

(9) In September 2017, the United States and

Ukraine conducted the first United States-Ukraine

oS 2455 IS



O o0 N N W Bk W =

[\© TN NG T N T NG N NG I N6 B S e e T e e T e T e e T
L A W NN = DO VO X NN R WD = O

SEC.

4

Bilateral Cyber Dialogue in Kyiv, during which both
sides affirmed their commitment to an internet that
18 open, interoperable, reliable, and secure, and the
United States announced $5 million in new cyber as-
sistance to strengthen Ukraine’s ability to prevent,
mitigate, and respond to cyber attacks.

3. STATEMENT OF POLICY.

It is the policy of the United States to—

(1) reaffirm the United States-Ukraine Charter
on Strategic Partnership, which highlights the im-
portance of the bilateral relationship and outlines
enhanced cooperation in the areas of defense, secu-
rity, economics and trade, energy security, democ-
racy, and cultural exchanges;

(2) support continued cooperation between
NATO and Ukraine;

(3) support Ukraine’s political and economic re-
forms;

(4) reaffirm the commitment of the United
States to the Budapest Memorandum on Security
Assurances;

(5) assist Ukraine’s efforts to enhance its cy-
bersecurity capabilities; and

(6) improve Ukraine’s ability to respond to

Russian-supported disinformation and propaganda

oS 2455 IS



O o0 9 AN U B~ W

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

5
efforts in cyberspace, including through social media
and other outlets.
SEC. 4. UNITED STATES CYBERSECURITY COOPERATION
WITH UKRAINE.

It 1s the sense of Con-

(a) SENSE OF CONGRESS.
oress that the Secretary of State should take the following
actions, commensurate with United States interests, to as-
sist Ukraine to improve its cybersecurity:

(1) Provide Ukraine such support as may be
necessary to secure government computer networks
from malicious cyber intrusions, particularly such
networks that defend the critical infrastructure of
Ukraine.

(2) Provide Ukraine support in reducing reli-
ance on Russian information and communications
technology.

(3) Assist Ukraine to build its capacity, expand
cybersecurity information sharing, and cooperate on
international c¢yberspace efforts.

(b) REPORT.—Not later than 180 days after the date
of the enactment of this Act, the Secretary of State shall
submit to the Committee on Foreign Relations of the Sen-
ate and the Committee on Foreign Affairs of the House

of Representatives a report on United States cybersecurity
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(1) United States efforts to strengthen
Ukraine’s ability to prevent, miticate, and respond
to eyber incidents, including through training, edu-
cation, technical assistance, capacity building, and
cybersecurity risk management strategies.

(2) The potential for new areas of collaboration
and mutual assistance between the United States
and Ukraine in addressing shared cyber challenges,
including cybererime, critical infrastructure protec-
tion, and resilience against botnets and other auto-
mated, distributed threats.

(3) NATO’s efforts to help Ukraine develop
technical capabilities to counter cyber threats.

O

oS 2455 IS




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2018-03-02T01:47:43-0500
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




