SENATE BILL 870

L2, 04, S1 (21r2489)
ENROLLED BILL
— Education, Health, and Environmental Affairs/Ways and Means —

Introduced by Senator Washington

Read and Examined by Proofreaders:

Proofreader.

Proofreader.
Sealed with the Great Seal and presented to the Governor, for his approval this

day of at o’clock, M.

President.
CHAPTER _______
AN ACT concerning
Baltimore City Youth Data Hub — Establishment

FOR the purpose of establishing the Baltimore City Youth Data Hub for the purpose of
promoting well-being of youth and improving access to and cost—efficiency of youth
programs; establishing an executive committee and providing for a manager to
operate the Baltimore City Youth Data Hub; providing that certain activities of the
executive committee and manager are not subject to the Open Meetings Act or the
Public Information Act; authorizing certain entities to provide data to the Baltimore
City Youth Data Hub; providing for the authorized uses and ownership of the data
provided to the Baltimore City Youth Data Hub; establishing certain penalties and
immunity under certain circumstances; and generally relating to the Baltimore City
Youth Data Hub.

BY adding to
Article — Local Government

EXPLANATION: CAPITALS INDICATE MATTER ADDED TO EXISTING LAW.
[Brackets] indicate matter deleted from existing law.
Underlining indicates amendments to bill.
Steike-eut indicates matter stricken from the bill by amendment or deleted from the law by

amendment.
ments.

Italics indicate opposite chamber /conference committee amend
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2 SENATE BILL 870

Section 31-101 through 31-110 to be under the new title “Title 31. Baltimore City
Youth Data Hub”

Annotated Code of Maryland

(2013 Volume and 2021 Supplement)

SECTION 1. BE IT ENACTED BY THE GENERAL ASSEMBLY OF MARYLAND,
That the Laws of Maryland read as follows:

Article - Local Government
TITLE 31. BALTIMORE CITY YOUTH DATA HUB.
31-101.

(A) IN THIS TITLE THE FOLLOWING WORDS HAVE THE MEANINGS
INDICATED.

(B) “AGGREGATE” MEANS TO CORRELATE, LINK, OR ASSOCIATE
PERSONALLY IDENTIFIABLE INFORMATION FROM ONE PROVIDER WITH
PERSONALLY IDENTIFIABLE INFORMATION FROM ANY OTHER PROVIDER INSIDE
THE BALTIMORE CITY YOUTH DATA HUB.

(C) “AUTHORIZED PURPOSE” MEANS AN EVIDENCE-BASED, TESTABLE
INQUIRY THAT IS INTENDED TO YIELD RESULTS THAT FURTHER THE PURPOSE OF
THE BALTIMORE CITY YOUTH DATA HUB.

(D) “BALTIMORE CITY YOUTH DATA HUB” MEANS AN INTEGRATED,
ELECTRONIC DATA MANAGEMENT SYSTEM THAT LINKS DATA ABOUT YOUTH FROM
ANY PROVIDER.

(E) (1) “DATA” MEANS ANY INFORMATION ABOUT A YOUTH.

(2) “DATA” INCLUDES NAMES, ADDRESSES, TELEPHONE NUMBERS,
DATES OF BIRTH, INFORMATION ON GENDER, ETHNICITY, AND ENGLISH LANGUAGE
PROFICIENCY, FAMILY OR PERSONAL INCOMES, OTHER FAMILY DATA, SOCIAL
SECURITY NUMBERS, STUDENT OR EMPLOYEE IDENTIFICATION NUMBERS,
ENROLLMENT AND ATTENDANCE DATES, PERFORMANCE INFORMATION IN ANY
JOBS, INTERNSHIPS, SCHOOLS, OR OTHER PROGRAMS, CURRENT AND PAST HEALTH
INFORMATION, INCLUDING BIRTH WEIGHTS, MATERNAL HEALTH AT BIRTH, AND
EXPOSURE TO LEAD, AND INFORMATION ON THE RECEIPT INDIVIDUALLY OR BY
FAMILY OF WELFARE BENEFITS.
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SENATE BILL 870 3

(F) (1) “DATA RECIPIENT” MEANS ANY INDIVIDUAL, AGENCY, OR ENTITY
THAT RECEIVES DE-IDENTIFIED DATA FROM THE BALTIMORE CITY YOUTH DATA
HUB FOR ANALYSIS, RESEARCH, OR EVALUATION PURPOSES.

(2) “DATA RECIPIENT” INCLUDES THE MANAGER OR A PROVIDER.
(G) “DE-IDENTIFIED DATA” MEANS ANY PERSONALLY IDENTIFIABLE
INFORMATION THAT IS PERMANENTLY REMOVED IN A MANNER THAT LEAVES NO
REASONABLE BASIS TO BELIEVE THAT THE REMAINING INFORMATION CAN BE USED
TO SUCCESSFULLY LINK THE DE-IDENTIFIED DATA TO A PARTICULAR INDIVIDUAL.

(H) “EXECUTIVE COMMITTEE” MEANS THE BODY THAT PROVIDES VISION,
OVERSIGHT, AND LEADERSHIP FOR THE BALTIMORE CITY YOUTH DATA HUB.

(I) “MANAGER” MEANS THE NONGOVERNMENTAL CUSTODIAN OF THE
BALTIMORE CITY YOUTH DATA HUB RESPONSIBLE FOR ITS OPERATION, UPKEEP,
AND SECURITY.

(J) “PERSONALLY IDENTIFIABLE INFORMATION” MEANS INCLUDES:

(1) AN INDIVIDUAL’S NAME;

(2) THE NAME OF AN INDIVIDUAL’S PARENT OR OTHER FAMILY
MEMBERS;

(3) THE ADDRESS OF AN INDIVIDUAL OR AN INDIVIDUAL’S FAMILY
MEMBERS;

(4) A PERSONAL IDENTIFIER, INCLUDING AN INDIVIDUAL’S SOCIAL
SECURITY NUMBER, STUDENT IDENTIFICATION NUMBER, OR BIOMETRIC RECORD;

(5) AN INDIRECT IDENTIFIER, INCLUDING AN INDIVIDUAL’S DATE OF
BIRTH, PLACE OF BIRTH, OR MOTHER’S MAIDEN NAME; AND

(6) ANY DATA THAT, EITHER ALONE OR IN COMBINATION, WOULD
TEND TO ASSOCIATE OR LINK A PIECE OF INFORMATION WITH A PARTICULAR
INDIVIDUAL IN A MANNER THAT WOULD ALLOW A REASONABLE PERSON IN THE
COMMUNITY TO IDENTIFY THE PARTICULAR INDIVIDUAL.

(K) “PROVIDER” MEANS:

(1) THE MAYOR AND CITY COUNCIL OF BALTIMORE CITY;
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4 SENATE BILL 870

(2)

PROMISE; AND

(3)

oD (L) “SECURE” MEANS TO IMPLEMENT A COMPREHENSIVE DATA
SECURITY PROGRAM TO MAINTAIN DATA IN STRICT CONFIDENCE AND PROTECT
PERSONALLY IDENTIFIABLE INFORMATION AND DE-IDENTIFIED DATA
AGGREGATED THROUGH THE BALTIMORE CITY YOUTH DATA HUB FROM
UNAUTHORIZED ACCESS, USE, MODIFICATION, OR DISCLOSURE.

€9 (M) “YOUTH” MEANS ANY PERSON UNDER THE AGE OF 21 YEARS WHO:
(1) RESIDES IN BALTIMORE CITY;

(2) ATTENDS OR GRADUATED FROM AN ELEMENTARY OR SECONDARY
SCHOOL IN BALTIMORE CITY; OR

(3) PARTICIPATES IN OR GRADUATED FROM ANY YOUTH PROGRAM IN
BALTIMORE CITY.

31-102.
(A) THERE IS A BALTIMORE CITY YOUTH DATA HUB IN BALTIMORE CITY.
(B) THE PURPOSE OF THE BALTIMORE CITY YOUTH DATA HUB IS:

(1) TO PROMOTE THE HEALTH, SAFETY, SECURITY, AND WELL-BEING
OF YOUTH; AND

(2) TO IMPROVE EQUITABLE ACCESS TO AND THE OVERALL
COST-EFFICIENCY OF PROGRAMS SERVING YOUTH.

31-103.
(A) THE EXECUTIVE COMMITTEE CONSISTS OF:

(1) THE MAYOR OF BALTIMORE CITY, OR THE MAYOR’S DESIGNEE;
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SENATE BILL 870 5
(2) THE CHIEF EXECUTIVE OFFICER OF THE BALTIMORE CITY
PUBLIC SCHOOL SYSTEM, OR THE CHIEF EXECUTIVE OFFICER’S DESIGNEE; AND

(3) REPRESENTATIVES FROM OTHER PROVIDEF ANY OTHER
INDIVIDUALS SELECTED BY THE MAYOR.

(B) THE EXECUTIVE COMMITTEE SHALL:
(1) OVERSEE THE BALTIMORE CITY YOUTH DATA HUB; AND

(2) APPOINT AND OVERSEE THE MANAGER OF THE BALTIMORE CITY
YOUTH DATA HUB.

(c) (1) THE EXECUTIVE COMMITTEE SHALL ESTABLISH AN ADVISORY
COMMITTEE OF COMMUNITY STAKEHOLDERS, INCLUDING REPRESENTATIVES FROM
NONPROFIT ORGANIZATIONS, FAITH-BASED INSTITUTIONS, COMMUNITY RESIDENT
ASSOCIATIONS, AND MEMBERS FROM THE LARGER COMMUNITY.

(2) THE PURPOSE OF THE ADVISORY COMMITTEE IS TO INCREASE
AWARENESS OF AND PROVIDE FEEDBACK ON THE BALTIMORE CITY YOUTH DATA
HUB.

B N THE MANAGER SHALL OPERATE THE BALTIMORE CITY
YOUTH DATA HUB.

) (B) THE MANAGER SHALL BE A CITYWIDE ENTITY THAT AIMS TO
IMPROVE OUTCOMES FOR YOUTH, WITH A SPECIFIC FOCUS ON YOUTH FROM
HISTORICALLY MARGINALIZED COMMUNITIES.
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6 SENATE BILL 870

43 (0) THE MANAGER SHALL AGGREGATE PROMPTLY AND
PROPERLY PERSONALLY IDENTIFIABLE INFORMATION RECEIVED FROM
PROVIDERS.

“ (D) (1) SUBJECT TO PARAGRAPH (2) OF THIS SUBSECTION,
THE MANAGER MAY CONTRACT WITH A TECHNOLOGY VENDOR OR OTHER
PROFESSIONAL.

(2) IF THE MANAGER CONTRACTS WITH A TECHNOLOGY VENDOR OR
OTHER PROFESSIONAL TO CODE, CREATE, OR ASSIST WITH THE OPERATION OF THE
BALTIMORE CITY YOUTH DATA HUB, THE TECHNOLOGY VENDOR OR
PROFESSIONAL IS SUBJECT TO THE REQUIREMENTS OF THIS TITLE RELATED TO THE
MANAGER.

5) (E) @ (1) THE MANAGER IS NOT SUBJECT TO THE PUBLIC
INFORMATION ACT OR THE OPEN MEETINGS ACT.

an (2) THE RECORDS FOR WHICH THE MANAGER IS A
CUSTODIAN ARE NOT SUBJECT TO THE PUBLIC INFORMATION ACT.

31-105.

(A) NOTWITHSTANDING ANY OTHER PROVISION OF LAW, ANY S%Aq;%e%
LOCAL GOVERNMENTAL ENTITY OR—PF 2 OR-QUASI-GOVERNME -
AND THE BALTIMORE CITY BOARD OF SCHOOL COMMISSIONERS MAY PROVIDE
PERSONALLY IDENTIFIABLE INFORMATION AND DATA FOR THE BALTIMORE CITY
YOUTH DATA HUB.

(B) A ON REQUEST OF THE MANAGER, A PROVIDER MAY SUBMIT AND
UPDATE PERSONALLY IDENTIFIABLE INFORMATION ANB-OFHER-DATA RELATED TO
THE BALTIMORE CITY YOUTH DATA HUB’S PURPOSE ON A ROLLING OR REAL-TIME
BASIS.

(C) EACH PROVIDER AND ITS CLIENTS, STUDENTS, OR PARTICIPANTS, AS
APPROPRIATE, SHALL RETAIN OWNERSHIP OF:

(1) THE DATA PROVIDED BY THE PROVIDER; AND

(2) THE DE-IDENTIFIED DATA AND ANY NEW DATA ELEMENT,
INCLUDING DERIVATIVE FILES GENERATED AS A RESULT OF THE DATA PROVIDED
BY THE PROVIDER TO THE BALTIMORE CITY YOUTH DATA HUB.

31-106.
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SENATE BILL 870 7

(A) THE BALTIMORE CITY YOUTH DATA HUB AND MANAGER MAY USE ONLY
AGGREGATED, DE-IDENTIFIED DATA FOR CONDUCTING ANY ANALYSIS, RESEARCH,
AND REPORTING TO THE EXECUTIVE COMMITTEE, THE PUBLIC, OR OTHERWISE.

(B) DIRECT ACCESS TO PERSONALLY IDENTIFIABLE INFORMATION IN THE
BALTIMORE CITY YOUTH DATA HUB SHALL BE RESTRICTED TO THE MANAGER AND
THE MANAGER’S AUTHORIZED STAFF OR CONTRACTORS ONLY FOR AUTHORIZED
PURPOSES AND LAWFUL QUALITY CONTROL.

(c) ON THE RECEIPT OF DATA, THE MANAGER OR ITS DESIGNATED
TECHNOLOGY VENDOR SHALL WORK WITH PROVIDERS TO PROMPTLY EXTRACT AND
UPLOAD THE DATA INTO THE BALTIMORE CITY YOUTH DATA HUB’S DATA
MANAGEMENT SYSTEM FOR AGGREGATION AND DE-IDENTIFICATION.

(D) IMMEDIATELY AFTER AGGREGATING PERSONALLY IDENTIFIABLE
INFORMATION IN THE DATA MANAGEMENT SYSTEM, THE MANAGER SHALL DESTROY
ANY COPIES OF THE PERSONALLY IDENTIFIABLE INFORMATION EXISTING OUTSIDE
THE DATA MANAGEMENT SYSTEM IN A MANNER SUCH THAT, AFTER AGGREGATION,
THE MANAGER DOES NOT POSSESS OR RETAIN ANY PERSONALLY IDENTIFIABLE
INFORMATION OUTSIDE THE DATA MANAGEMENT SYSTEM.

(E) THE BALTIMORE CITY YOUTH DATA HUB MAY NOT USE ITS DATA
MANAGEMENT SYSTEM FOR QUERIES TO PRODUCE ANY PERSONALLY IDENTIFIABLE
INFORMATION OR REPORTS THAT CONTAIN ANY PERSONALLY IDENTIFIABLE
INFORMATION.

31-107.

(A) (1) THE MANAGER SHALL PROMPTLY REVIEW ANY QUERY
REQUESTED BY A PROVIDER.

(2) THE MANAGER MAY RUN QUERIES FOR INDIVIDUALS OR ENTITIES
THAT ARE NOT PROVIDERS.

(B) BEFORE APPROVING A QUERY, THE MANAGER, WITH ASSISTANCE FROM
TECHNICAL EXPERTS IDENTIFIED BY THE EXECUTIVE COMMITTEE, SHALL CONDUCT
AN IN-DEPTH REVIEW OF THE PROPOSED QUERY FOR CONSISTENCY WITH
AUTHORIZED PURPOSES, ALIGNMENT WITH EVIDENCE-BASED STANDARDS FOR
EQUITABLE, ETHICAL, AND METHODOLOGICALLY APPROPRIATE INQUIRIES, AND
ASSESSMENT OF THE BENEFITS FOR AND IMPACT ON THE GREATER BALTIMORE
CITY COMMUNITY.

(C) BEFORE PROVIDING ANY DATA IN RESPONSE TO A QUERY, THE
MANAGER SHALL OBTAIN WRITTEN APPROVAL FROM ANY PROVIDER OF DATA TO
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8 SENATE BILL 870

CONFIRM THAT THERE IS NO REASONABLE BASIS TO BELIEVE THAT DE-IDENTIFIED
DATA PROVIDED IN RESPONSE TO A QUERY COULD BE USED BY A DATA RECIPIENT
TO SUCCESSFULLY LINK DE-IDENTIFIED DATA TO A PARTICULAR INDIVIDUAL,
BASED ON THE SIZE OR UNIQUENESS OF THE POPULATION UNDER CONSIDERATION
IN THE QUERY, OR OTHERWISE.

(D) THE MANAGER SHALL ENSURE THAT THE DATA MANAGEMENT SYSTEM
AND PROVIDED DATA ARE SECURE USING SECURITY STANDARDS AND PROTOCOLS
THAT ADDRESS, AT A MINIMUM, DATA SECURITY AND ACCESS, SECURITY INCIDENT
AND DISASTER RECOVERY PROCEDURES, AND RECORDING AND MONITORING OF
SYSTEM ACTIVITY.

(E) THE MANAGER SHALL MAINTAIN APPROPRIATE ADMINISTRATIVE,
PHYSICAL, AND TECHNICAL SAFEGUARDS THAT PROTECT PRIVACY,
CONFIDENTIALITY, INTEGRITY, AND AVAILABILITY OF ANY DATA IN COMPLIANCE
WITH THE FEDERAL FAMILY EDUCATIONAL RIGHTS AND PRIVACY ACT AND OTHER
RELEVANT PRIVACY LAWS AND POLICIES, INCLUDING:

(1) THE REQUIRED USE OF DE-IDENTIFIED DATA IN DATA RESEARCH
AND REPORTING;

(2) THE REQUIRED DISPOSITION OF DATA THAT IS NO LONGER
NEEDED;

(3) PROVIDING DATA SECURITY, INCLUDING THE CAPACITY FOR
AUDIT TRAILS;

(4) PROVIDING FOR THE PERFORMANCE OF REGULAR AUDITS FOR
COMPLIANCE WITH DATA PRIVACY AND SECURITY STANDARDS; AND

(5) IMPLEMENTING GUIDELINES AND POLICIES THAT PREVENT THE
REPORTING OF OTHER POTENTIALLY PERSONALLY IDENTIFIABLE INFORMATION.

(F) THE MANAGER SHALL ENSURE THAT A QUERY OF THE DATA
MANAGEMENT SYSTEM:

(1) RESULTS IN DISCLOSURE OF ONLY AGGREGATED DE-IDENTIFIED
DATA OR AGGREGATED DE-IDENTIFIED DATA REPORTS TO A DATA RECIPIENT; AND

(2) DOES NOT REVEAL PERSONALLY IDENTIFIABLE INFORMATION TO
A DATA RECIPIENT.
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SENATE BILL 870 9

(G) ON REQUEST, THE MANAGER MAY PROVIDE TECHNICAL ASSISTANCE TO
DATA RECIPIENTS REGARDING DATA RECEIVED FROM THE BALTIMORE CITY YOUTH
DATA HUB.

(H) (1) THE MANAGER AND ANY DATA RECIPIENTS MAY NOT:
(I) ATTEMPT TO RE-IDENTIFY DE-IDENTIFIED DATA; OR

(I) DISCLOSE, RELEASE, OR REPORT DATA IN ANY FORM THAT
MAY RESULT IN THE RE-IDENTIFICATION OF DE-IDENTIFIED DATA.

(2) THIS SUBSECTION MAY NOT BE CONSTRUED TO INTERFERE WITH
A DATA RECIPIENT’S CONTINUED USE OF OR RELIANCE ON PERSONALLY
IDENTIFIABLE INFORMATION PROVIDED TO THE BALTIMORE CITY YOUTH DATA
HUB.

31-108.

EACH YEAR, THE BALTIMORE CITY YOUTH DATA HUB SHALL PUBLISH A
REPORT THAT IS AVAILABLE AND ACCESSIBLE TO THE PUBLIC ON:

(1) THE IMPLEMENTATION OF THE DATA MANAGEMENT SYSTEM,
INCLUDING IDENTIFICATION OF THE SOURCES AND TYPES OF DATA RECEIVED BY
THE BALTIMORE CITY YOUTH DATA HUB FROM EACH PROVIDER DURING THE
IMMEDIATELY PRECEDING 12 MONTHS;

(2) A DESCRIPTION OF EACH APPROVED DISCLOSURE OF DATA BY
THE BALTIMORE CITY YOUTH DATA HUB;

(3) A LIST OF PUBLICATIONS AND OTHER REPORTS BASED ON THE
BALTIMORE CITY YOUTH DATA HUB DATA;

(4) RECOMMENDATIONS AND BEST PRACTICES FOR ENHANCEMENT
AND ALIGNMENT OF DATA COLLECTION AND MAINTENANCE BY PROVIDERS; AND

(5) ANY OTHER INFORMATION CONSIDERED APPROPRIATE BY THE
EXECUTIVE COMMITTEE.

31-109.

(A) A PERSON, WHETHER ACTING ON BEHALF OF THE MANAGER OR A
PROVIDER, WHO OBTAINS, DISCLOSES, OR USES, OR ATTEMPTS TO OBTAIN,
DISCLOSE, OR USE IDENTIFIABLE DATA FOR A PURPOSE OTHER THAN AGGREGATION
IN THE BALTIMORE CITY YOUTH DATA HUB IS GUILTY OF A MISDEMEANOR AND ON
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CONVICTION IS SUBJECT TO IMPRISONMENT NOT EXCEEDING 1 YEAR OR A FINE NOT
EXCEEDING $1,000 OR BOTH.

(B) A PERSON, WHETHER ACTING ON BEHALF OF THE MANAGER OR A
PROVIDER, IS CIVILLY LIABLE TO AN INDIVIDUAL FOR ACTUAL DAMAGES,
INCLUDING ATTORNEY’S FEES AND LITIGATION COSTS, THAT THE COURT
CONSIDERS APPROPRIATE IF THE COURT FINDS BY CLEAR AND CONVINCING
EVIDENCE THAT THE PERSON COMMITTED A VIOLATION OF ANY PROVISION OF THIS
TITLE THAT CAUSED ANY DAMAGE TO THE INDIVIDUAL.

31-110.

NOTWITHSTANDING ANY OTHER PROVISION OF LAW, AND EXCEPT AS
PROVIDED IN § 31-109 OF THIS TITLE, A PROVIDER MAY NOT BE CIVILLY OR
CRIMINALLY LIABLE FOR PROVIDING IDENTIFIABLE DATA TO THE MANAGER FOR
THE SOLE PURPOSE OF INCLUSION IN THE BALTIMORE CITY YOUTH DATA HUB.

SECTION 2. AND BE IT FURTHER ENACTED, That this Act shall take effect June
1, 2022.

Approved:

Governor.

President of the Senate.

Speaker of the House of Delegates.





