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HCASB273 506 2130

HOUSE COMMITTEE AMENDMENTS
2020 Regular Session
Amendments proposed by House Committee on Commerce to Reengrossed Senate Bill No.
273 by Senator Hewitt

AMENDMENT NO. 1

On page 1, line 15, change "Louisiana Cybersecurity Commission" to "Louisiana Fusion
Center"

AMENDMENT NO. 2

On page 1, line 16, after "commission" insert a comma "," and "nor shall this Chapter
apply to information that constitutes critical infrastructure information as defined in
6 U.S.C. 671 regardless of whether the information has been shared with any federal
governmental agency"

AMENDMENT NO. 3

On page 2, line 18, after "means" delete the remainder of the line, delete lines 19 and 20 in
their entirety, and insert in lieu thereof "the compromise of the security, confidentiality,
or integrity of computerized data due to the exfiltration, modification, or deletion that
results in the unauthorized acquisition of and access to information maintained by a

public body."

AMENDMENT NO. 4

On page 2, line 24, change "Cybersecurity Commission"to "Fusion Center" and after
"means the" delete "commission"

AMENDMENT NO. 5

On page 2, delete line 25 in its entirety and insert in lieu thereof "Department of Public
Safety and Corrections, office of state police, Louisiana State Analytical and Fusion

Exchange."

AMENDMENT NO. 6

On page 3, at the end of line 1, add "The term shall not include any entity providing
communications services subject to regulation or oversight by the Louisiana Public
Service Commission or the Federal Communications Commission."

AMENDMENT NO. 7

On page 3, line 5, after "provides" delete "cybersecurity monitoring and management"
and insert in lieu thereof "a managed security service"

AMENDMENT NO. 8

On page 3, between lines 6 and 7, insert the following:

"(6) "Managed Security Service' means a network and system security
service that has been outsourced to a third-party service provider pursuant to
awritten agreement specifying the service and in which the service provider has
assumed operational control of the monitoring and management of the public
body's cybersecurity. The term shall not include a cybersecurity consulting
service or customer-managed service purchased from the provider."
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AMENDMENT NO. 9

On page 3, at the beginning of line 7, change "(6)" to "(7)"

AMENDMENT NO. 10

On page 3, at the beginning of line 9, change "(7)" to "(8)"

AMENDMENT NO. 11

On page 3, line 15, after "shall not" delete "do business with" and insert in lieu thereof
"provide managed security services to"

AMENDMENT NO. 12

On page 4, line 6, change "Reporting" to "Notification of"

AMENDMENT NO. 13

On page 4, delete lines 7 through 13 in their entirety and inset in lieu thereof the following:

"A. To the extent a provider has actual knowledge of a cyber incident,
which impacts a public body, the provider shall notify the Louisiana Fusion
Center of the cyber incident within twenty-four hours of discovery of the
incident.

B.If aprovider has a cyber incident which impacts a public body and the
provider or public body makes a payment of cyber ransom or ransomware, to
the extent the provider has actual knowledge of the payment, the provider shall
report the payment of the cyber ransom or ransomware to the Louisiana Fusion
Center Cybersecurity Commission within ten calendar days of the payment.

C. A public body shall include the requirements of this Section in its
contracts with providers. A provider shall be required to comply with the
provisions of this Section only to the extent the contract between the public body
and the provider explicitly incorporates the provisions of this Chapter."

AMENDMENT NO. 14

nn

On page 4, line 15, after "contract" insert a comma "," and "for managed security
services,"
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